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SBS

Ready for the
next big thing

SIGN IN

USER
edgarva

¥ Remember me?

B Multi-Factor Authentication Request

Multi-factor authentication (MFA) is a multi-step account
3l 0 login process that requires users to enter more information
This system is strictly restricted to authorized users only. Any illegal than just a password. For example, along with the
access shall be punished with a related-law. &8 Xt QXA 913t Al password, users might be asked to enter a code sent to
iiﬁfzﬁ’f SR NZ LSS FEROE NS A BE HAS their email, or by SMS, or scan a fingerprint. A second form
1:9:538;:,@. s;msmg of authentication can help prevent unauthorized account
“ : access if a system password has been compromised.




SinglelD

User Consent

Accept all

0|8 (Required) 2

y Collection and Use of Personal Information
(Required)

Decline

>

For account <luls.eh#SAMEXBusInessSIte, the following user consent is required in order to use SinglelD.

(SBS Web site)

@ English

Registering SinglelD Authenticator

SinglelD @ engli..

Select verification option

For actounl cgttressednassaamneisndsg. Please choose one aplion from below,

@ Enrolled & Enrollment required (0

@ Singleln Authenticater - PIN/Rio >

Cancel

SinglelD

Enroll SinglelD Authenticator

Flease proceed to enrolling Singlellr Authenticator as authenticatien method.

i
SinglelD

Get started

& Engli..




Download App
(SBS Web site)

EEEE et
First it is required to download & install PR
the mobile App in the cellphone Install mobile app for authentication 5 sy,
C PP P PP Download installation file e Close
(AndrOId / IPhone): If you already have installed SinglelD Authenticator app, please click 'Next' button to skip this step
Download the installation file and install it on your mobile
Search 'SinglelD Authenticator” in the App Store or scan the QR code below. phone‘
1: Scan QR Code (download from store) e
E].:iéJ & = : - wn ‘lEI'
2: Could not download from the store: T EI Ele """’°"’"‘:" % Dimeiomd
. ) eph L -i0S user: ¥, Download
3: Download directly to the device Ak %
4: InpUt Ce”phone number P Google Play & AppStore If you wish to receive download link via SMS, please enter
. . r mobile number and click ‘Send' button.
5: Sent SMS with download link ourmeplenumber g e send bt

+82 01012345678

6: Close popup window
7: Click to continue (after application

Is downloaded & installed) @ “

Cancel

B Install from Google Play Store (for Android) or the App Store (for iOS)
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Mobile App - Installed

< @ 1661-3311 ~

Download file?
Device: UAAPP

Info: Mobile Device This type of file may harm your phone. Only

download this file if you trust its source.

7Y A% WY
app-release apk

[Webst4l]
[Singleld]

Delete Device
Device: UAAPP
Info: Mobile Device

Cancel Download
SingelD for..,

m SinglelD for Stgbhox

[Web4l] Do you want to install this app?
[Singleld]
Create Device
Device: UAAPP

Info: Mobile Device

Cancel Install

7% 53 329

[WebtAl] This app is from an unknown source

|OS SinalelD App URL

tin url.com/sidios
Android: https://
i ] om/sidand

This app wasn't downloaded from an approved store.
Installing this app may put your security and privacy at
risk. The app may collect your personal information or
cause your data to be lost.

Android

Don't install Install anyway



Mobile App Installation

Additional Step for iOS devices

Manually install and trust an enterprise app on iOS

On iOS, for enterprise apps that installed manually, such as

from a URL link, the device displays a notification on first Settings
launch that the app developer is not trusted. After you ) Focus
dismiss this message, you can set up trust with the app - e —

d eve | O pe r. . el CarPlay

. Control Center

iPhone Storage

1. Set up enterprise app trust in your iOS ) Displey & Brightness
device settings Settings > General > i) Home soreen & App Librery
VPN & Device Management

Background App Refresh

@ Accessibility Date & Time

. Wallpaper Keyboard

©8 StandBy Fonts

&  Sjri & Search Language & Region
. Face ID & Passcode Dictionary

S0 Emergency SOS

VPN & Device Management

Legal & Regulatory
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Additional Step for 10S devices

Manually install and trust an enterprise app on iOS

2. Samsung SDS Co.,Ltd. 3. Trust “Samsung SDS Co., Ltd”" 4. Click the Trust button in the

popup

Samsung SDS Co., Ltd.

VPN & Device Management Samsung SDS Co., Ltd.

@ VPN

ROFILE
Trust “iPhone Distribution:
Samsung SDS Co., Ltd.” Apps
m SinglelD for Stgbox Verified on This iPhone
Trusting will allow any app from this
enterprise developer to be used on

your iPhone and may allow access to
your data.

ETNERS ESOP Mobile Security

ETNERS

ENTERPRISE APP

Samsung SDS Co., Ltd.

Not Trusted

Cancel




Mobile App Enroliment

SinglelD Authenticator

After installing the SinglelD mobile app on your mobile phone, run SinglelD mobile app.

Then, allow the mobile app to perform the enrollment process in three steps, as shown in the
figure below.

Registered service

Register Account

3] @
Home

Click the “Register” button to scan the QR
code created in the web page
(See the next sheet)



Step 7 is coming from the
sheet #3
Click “"Next” button

Download App
(SBS Web site)

iD SinglelD Authenticator

Install mobile app for authentication

gieiD Authenticator app, please click "Next' button to skip this step

Soarch *SinglelD Authenticator” in the App Store or scan the QR code below

©

Verify

Install Enroll

iD singlelD Authenticator

Service registration

Run the mobile app and click "+' button at the top of home screen.
Please scan QR code below or enter manual code. ©

@ o216
L ]

QR code Manual code

82181007

(a)

Complete

* Waiting to confirm from the mobile App



<SBS Web Page>: waiting confirmation

Mobile App Enroliment

SinglelD Authenticator

N N
(v ) (v ) "
N A

Verify Install Enroll

iD SingleID Authenticator

Service registration

Run the mobile app and click "+' button at the top of home screen.
Please scan QR code below or enter manual code. 0]

<Mobile Application>

- X Scan QR Code
! :.

Complete

Not able to scan the QR code?

SO register using the 8-digit manual code displayed of the
o

%% Register using manual code

X Enter manual code

registration

L

Not able to register with manual code?

You can also reglster using the OR code displayed on 1he screen.

gg Scan QR code

Please enter the &-digit manual code displayed on the web for

<QR or Manual Code>

After scanning the QR code or entering the manual code, confirm that you have registered for the service.

Would you like to register the following
service?

secdx

<Complete Enroliment>



Mobile App Enroliment

SinglelD Authenticator

Confirm authentication by using fingerprint & setup you PIN number to complete registration.

Enter Your PIN

Please register your PIN.

Service registration completed.

You can now easlly authenticate

e, ¥ o P N
/ \ \ with SinglelD Authenticator.
) (
(8) La) L&)
S W e & A
Verify your identity
PR N ETTN
Use your fingerprint to verify your identity. ( 0 ) ( 6 | ( 5 )
M= AL ,,/ Nt
CANCEL T i —
\ / / \
&) LY LT)
"/-..7 \\"
Cancel (9 ) Delete

<Register Biometrics> <Enter PIN number> <Complete>




Enrolilment Process
(SBS Web site)

When the enrollment is successfully completed, the completion screen appears, as shown below.
The buttons that appear at the bottom of the completion screen correspond to the three
situations in which the enroliment is initiated. The screen below shows the completion screen in
the biometric portal.

Verify Install Enroll Complete

Enrollment completed

iD singlelD Authenticator

--------------------

For account < e k =, SinglelD Authenticator app enrollment is completed

You can now use SinglelD Authenticator as an authentication method.

Sign in with SinglelD Authenticator




MFA Authentication

(SBS Web site)

Web site already logged in...

4, Guia de seguridad para el uso de sitios web Samsung

1. No lea ni descargue los datos del sistema con fines no laborales.

2. Si el usuario inevitablemente necesita descargar los datos para fines
laborales, elimine los archivos inmediatamente cuando se termine el propdsito.

3. El PC para acceder a los servicios web de Samsung debe instalarse con
software antivirus y actualizarse para un entorno seguro.

4. No descargar e instalar "software ilegal" que pueda contener malware.

(Utilizar Gnicamente software genuino del sitio webj/tienda oficial)

#® De acuerdo #, Confirmar
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SBS - MFA Authentication

SBS

Ready for the
next big thing

SIGN IN

USER
edgarva

¥ Remember me?

Multi-factor authentication (MFA) is a multi-step account

login process that requires users to enter more information

than just a password. For example, along with the

password, users might be asked to enter a code sent to

ws & oAl their email, or by SMS, or scan a fingerprint. A second form

1995 - 2024 (©) Samsung. of authentication can help prevent unauthorized account
access if a system password has been compromised.

This system is strictly restricted to authorized users only. Any illegal
access shall be punished with a related-law. 28 FXt AXAS Y3t Al
AZOEAN Q7HE 20 ALS JHSSI SEEOE A2 Al HE JNE
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MFA Authentication

(SBS Web site)

When the enrollment process is successfully completed, with the next login to the web site, it
will be redirected to do the MFA Authentication, like below... the MFA Authentication system
will send you a push notification message to the cell phone App and will wait you to open the
mobile App and click on the push notification received.

<SBS Web Page> <Mobile Application>

i AH
o=

SinglelD

D,

@ Bio SinglelD for.

Authenticate using SinglelD Authenticator

App push notification has been sent to your mobile phone.

@ o211
]

Check a push notification on your phone
@
Not receiving app push notifications? click here

Do you want to use a different mobile phone?

Want to view/manage your authenticators? Go to MFA Portal

A \ N




MFA Authentication

Mobile Application

@ Click "Yes" to confirm the verification starts

© Wait for the next screen

© Use your fingerprint to verify your identity

. N Al 72% @

p

\

[SAMEXBusinessSite/secdx]
Authentication is required.
Do you want to verify your
e

Authentication
Required

m SinglelD for Stgbox

Verificar su identidad

Use su huella digital para verificar su
identidad.

CANCELAR

@ Authentication Request
© Scan QR Code
© Input OTP Code

42 o A4 - Nt = el 68% @ 1045 P io &

SinglelD

2 Authentication Request

SAMEXBusinessSite/secdx

OR
Enter code manually o
0/8

ttttttttttttttt
eeeeeee




MFA Authentication

(SBS Web Site)

Finally you will see the next screen confirmation about MFA verification was done successfully
and immediately it will redirect to the application web site.

SinglelD L

MFA verified successfully




MFA Authentication

(SBS Web Site)

Web site already logged in...

4, Guia de seguridad para el uso de sitios web Samsung

1. No lea ni descargue los datos del sistema con fines no laborales.

2. Si el usuario inevitablemente necesita descargar los datos para fines
laborales, elimine los archivos inmediatamente cuando se termine el propdsito.

3. El PC para acceder a los servicios web de Samsung debe instalarse con
software antivirus y actualizarse para un entorno seguro.

4. No descargar e instalar "software ilegal" que pueda contener malware.

(Utilizar Gnicamente software genuino del sitio webj/tienda oficial)

#® De acuerdo #, Confirmar




